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“Our processes are bulletproof. 
Nothing gets into production that 
doesn’t go through the proper and 

complete approval process.” Famous last words 
uttered by far too many enterprise architects. 
Some of them actually believe it’s true – others 
think that by hoping it’s true, maybe, just 
maybe, they can make it true.The reality, as any 
line-of-business developer can attest, is much 
less clear-cut. The challenge is that governance 
only gets harder the more an organization 
moves towards a service-based architecture.
	 One of the first myths that drives a number 
of enterprise architecture governance decisions 
is that adding more rules reduces risk. That 
may be true in theory, but in practice it 
actually increases risk. The reason is simple: 
complexity increases risk. A perfect case study 
of this, one that most people have probably 
experienced, is password-control policies. 
As many IT organizations have attempted to 
“improve security,” they’ve done things like 
disallow use of dictionary words in passwords, 
force passwords to change often, disallow 
reuse of older passwords, etc. The net result is 
that, because of the added complexity, more 
people write down their password on a Post-it 
note. And written-down passwords increase 

the likelihood of a security breach while, at 
the same time, making it harder to detect the 
breach. Increased complexity increases risk.

Avoiding the Complexity Pitfall
There are two ways to address 
this complexity issue:
•	 Have fewer rules, but make them more im-

portant rules
•	 Automate compliance with the rules

	 In terms of gauging the importance of 
rules, I’ve seen a number of cases where 
architects put too much emphasis on the 
technical side and too little emphasis on the 
business side. For example, let’s look at a 
technical requirement: the need to promote 
reuse. This often leads to many rules: Rules 
around the use of certain schemas, security 
mechanisms, designing a service interface, 
and many others. Reuse is no doubt important 
so it makes sense to have rules to promote 
it. But, let’s contrast this with a business 
requirement: regulatory compliance – whether 
it’s Sarbanes-Oxley (SOX), European Union 
privacy regulations, HIPAA, or even Visa’s 
Cardholder Information Security Program 
(CISP). These lead to a large set of rules as well. 
So, let’s say you had to choose between rules 
to promote reuse or rules to ensure regulator 
compliance. Would you choose the rules that 
have no directly quantifiable upside and, at 
worst, lead to increased cost and reduced 
agility? Or, would you choose the rules that 
would keep you from going to jail, getting 
fired, getting fined, or force your company to 
shut down? When put in these terms it’s easy 
to see which rules are the most important.
	 The other approach is to attempt 
to automate as much rule checking as 
possible. There are solutions that help 
address this at every stage of the application 
lifecycle. Of course, not every rule can be 
automated, so you still need to be mindful 
to tightly control and prioritize the set of 
rules that development must follow.
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Which rules are necessary and which are just nice to have

 “A myth that drives 
a number of enter-
prise architecture 

governance decisions 
is that adding more 
rules reduces risk; 
that may be true in 

theory, but in practice 
it actually 

increases risk.”
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Automating Governance
	 For the rules that can be automated, 
one of the most common approaches is a 
deployment checkpoint. At deployment 
time your services are checked against a set 
of automated rules. These might validate 
that the services are WS-I-compliant, 
(increasing their interoperability) and follow 
further sets of rules that are specific to your 
organization. This might be that the services 
use specific predefined schemas, only use 
certain message transports, etc. The good 
thing is that this catches non-compliant 
services before they go into production. The 
downside is that by the time the service is 
caught, it’s often too late. When it’s a choice 
between meeting a business deadline or 
following the architecture committee’s 
guidelines, most often the business wins.
	 The next aspect of automating governance 
rule validation is applying checks at 
development time. There are a number 
of products emerging that can validate 
the same sets of rules as the “deployment 
checkpoint” approaches, but  do this as a 
normal and natural part of the development 
process itself. The advantage of these tools 
is that they guide the developer down the 
right path from day one as they build their 
services, so there’s no wasted effort. An added 
benefit of these tools is that they not only 
validate that the metadata (such as WSDL) 
complies with the rules, but they often 
validate that the content of the messages 
themselves is also compliant. This includes 
checks such as whether the messages actually 
match the WSDL, whether the use of the 
SOAP protocol is WS-I compliant, etc.

	 There is a major blind spot in these 
approaches: they can only validate 
what they can see. This is where the 
third aspect of automating governance 
comes in: runtime governance. There 
are three different kinds of blind spots 
in development and deployment 
time governance products that are 
addressed by the more advanced 
runtime governance products.

Blind Spot 1: Service Behavior
	 While development and deployment 
time approaches can validate metadata 
like WSDL and (in some cases) message 
content, what they can’t do is validate that a 
service behaves according to the rules. For 
example, does the service properly keep an 
audit trail in all required cases? Does the 
service only allow authorized individuals 
to use it? These are things that can’t be 
validated by development or deployment 
time governance tools. Even testing tools 
can’t adequately validate that these kinds of 
rules are enforced in all the requisite cases. 
In many cases, when these types of rules 
are implemented in code, the only way to 
validate that they are properly enforced is by 
diving deep into the code and evaluating it 
against a wide series of potential scenarios.
	 Alternately, you can take advantage of 
runtime governance tools. These products 
change governance rules related to behavior 
from being a coding task to a configuration 
task. In these products you point and click to 
declare auditing, security, and other policy 
behaviors. Moving the enforcement of these 
rules from a coding task to a configuration task 
addresses two issues: repeatability – configure 
these products the same way, and they behave 
the same way. The same can’t be said about 
custom per-service code. Secondly, since the 
configuration itself is metadata, validating 
whether the service meets the governance 
rules can now be automated, eliminating 
or at least significantly reducing the chance 
of human error while simultaneously 
reducing the time and cost of validation.

Blind Spot 2: Process Awareness
	 Service Oriented Architectures 
dramatically change the way you need to 
think about your production applications. 

When a service goes into production, 
that’s not the end – it’s just the beginning. 
The reason is that every time a service is 
reused, it essentially becomes part of a new 
application – a new business process – and 
that business process may have an entirely 
new set of rules to obey. For instance, a 
service that’s used to store an audit log of 
information. When the service goes into 
production you might apply a certain set 
of governance rules to it – checking those 
at development and deployment time. 
Let’s say another service – part of a new 
application – now starts using the audit-
log service to store order information as 
part of an ordering process and that order 
information includes credit card data. In 
this case, the service would now be subject 
to Visa CISP rules even though the service 
wasn’t changed and wasn’t redeployed. 
The only thing that changed was how 
the service was used, and now the set of 
applicable governance rules changes.
	 The net result is that you can’t assume 
that development and deployment time 
governance checks on a service are 
enough. This is another role where runtime 
governance comes to the rescue. The most 
advanced runtime governance products 
can apply their governance policies not 
only to individual services, but across entire 
end-to-end business processes, regardless 
of when the services were deployed. Since 
the new business process and thus the new 
use of the service is what is being deployed, 
you can validate the policies effectively at 
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With software architecture evolving 
toward SOA, many projects in 
this space have encountered 

challenges associated with accessing data.
As has been said, “The way an organization 
thinks about applications and data must 
evolve — it must stop thinking about data 
as a second-class citizen that only supports 

specific applications and begin to recognize 
data as a standalone asset that has both 
value and utility.”

	 In today’s world, two different types 
of data usage can be found: traditional 
architecturally layered applications and 
SOA framework-based applications. 
Naturally, each one comes with 

different technological and behavioral 
characteristics.

	 On one hand, there are traditional 
applications — usually designed and 
written in one language with clear 
separation between layers, such as 
enterprise Java with JSP and EJB, or .NET. 
Communication between layers happens in 
memory without any intermediate protocol 
(such as XML). On the other hand, there 
are SOA frameworks, such as Business 
Process Execution Language (BPEL) and 
the concept of the Enterprise Service Bus 
(ESB), offering everything that looks like a 
Web Service (exposed through a WSDL) to 
be orchestrated and to represent itself as a 
service. 
	 “Organizations should establish their 
data environments with ‘hubs of specific 
data families’ that expose data services 
that comply with industry standards and 
service contracts. The goal is to create a set 
of services that becomes the authoritative 
way to access enterprise data. In this target 
service-oriented environment, applications 
and data work together as peers. Thus, both 
an organization’s business functionality and 
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data can be leveraged as enterprise assets 
that are reusable across multiple depart-
ments and lines of business.” 
	 In most cases, modular applications 
already exist and therefore data services 
need not be built entirely from scratch. This 
article focuses on aspects of migration and 
on exposing application functionality for 
later use in a SOA. It also discusses the pros 
and cons of the technologies being used for 
accessing data.

Technologies Used To Implement 
Data Services
	 The table below lists common 
technologies used by applications to 
obtain data. The question is which of these 
different implementations of data services 
should you use in a particular application? 
There are no hard and fast rules, but this 
article provides some guidance. Obviously, 
they can be differentiated through 
different data formats and different access 
methods. This article uses these data 
access technologies to explore the different 
strengths and weaknesses of data access 
with SOA enablement.
	 In a SOA, these technologies are usually 
composed together, because not all services 
are implemented in the same technology. 
This brings up several challenges involving 
transactional behavior across boundaries, 
including performance and mass data 
behavior.
	 More challenges? So why would you 
want to introduce a separate set of services 
in your architecture versus directly 
accessing a data store? The reasons to 
consider a separate data service include:
•	 Defined interfaces: Using data services 

forces you to define contracts that are 
used between the service and its clients. 
This is the first step towards abstract-
ing the contract (the interface) from the 
implementation.

•	 Loose coupling/decoupling: Although a 
data access layer typically encourages 
good encapsulation and decoupling of 
data access functionality, it does not force 
the issue. Having a separate data service 
not only forces a well-defined contract 
but also minimizes implementation 
details creeping into the client. A client 
cannot bypass the interface contract 

because consumer and provider are not 
necessarily implemented with the same 
technology.

•	 Reuse: Using a common data service 
automatically ensures that all consum-
ers can reuse the same implementation, 
which leads in the long term to reduced 
maintenance costs (bug fixes, changes), 
because code is not duplicated. On the 
other hand, it requires a well-defined pro-
cess of change control — because more 
consumers rely on a functioning piece 
of code and potential downtime affects 
more than one user.

•	 Flexibility: Having the implementation 
completely abstracted from the con-
sumer through a well-defined contract 
offers greater flexibility. Over time, the 
implementation technology can change; 
additional performance enhancements 
can be introduced; or data stores can 
be upgraded, migrated, combined, or 

divided — all of this without distracting 
the applications using the data service.

	 Based on the reasons described 
to introduce data services into your 
architecture, the next section takes the 
challenges arising from the benefits into 
consideration and maps them against 
available technologies.

Common Data Challenges in a SOA
	 These challenges are from the 
orchestration/business logic point-of-
view, such as “How easy is it to access data 
exposed via JDBC?”
	 In general, the challenges can be divided 
into four main groups, each defining a dif-
ferent part of an overall application: access, 
enrich, distribute, and persist. Usually you 
start by thinking about how to access a 
certain data store. Should it be done via 
handwritten Java code that embeds SQL 
into JDBC calls? Should the Java Connector 

Table 1:
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Architecture (J2CA) be used to connect to 
a foreign data source? Is the client Java or 
a .NET application — and therefore can a 
native protocol be used or not? 
	 After considering the access options, 
the next step is to validate whether 
aggregation of data across boundaries 
is necessary, whether a high data load is 
expected, and where the data comes from. 
All of these options are considered in the 
discussion of Challenge 2 (enrich, cleanse, 
and aggregate data). 
	 Another major challenge involves 
which and how many users plan to con-
sume a service. In particular, the impor-
tance of interoperability should not be 
underestimated if data is being pulled 
from or pushed to a consumer (such as 
business-activity monitoring [BAM]). This 
is described in the discussion of Challenge 
3 (distribute data). 
	 Last but not least, there is the chal-
lenge of writing data back and guarantee-
ing consistency across multiple calls to 
a service as well as across boundaries. In 
SOA, use cases are generally implemented 
across technological and service boundar-
ies as they are orchestrated into a process. 
These questions are covered in the discus-
sion of Challenge 4 (persisting data).

Challenge 1: Access Data 
	 Abstraction of data - A domain model 
is abstracted from the underlying data 
store. This model should be designed 
according to the requirements of the 
client applications. It could mirror the 
underlying data store or provide a rich 
abstraction. In either case, the consuming 
application is decoupled from the 
physical storage by this model. 
	 In reality this means that a customer 
object used in the application usually 
differs from the underlying data stores 
and their view of data, such as object-
oriented versus normalized. 
	 Speed considerations - Allow for effi-
cient retrieval of domain objects based on 
exposed operations. This is basically the 
exposure of queries the application needs. 
It also provides a natural boundary for test-
ing and for the introduction of mock data 
in test scenarios. Because the next genera-
tion of applications and business processes 

are composites that leverage these services, 
data access abstraction must be considered 
a key aspect of a service-oriented testing 
strategy

Challenge 2: Enrich, Cleanse, 
Aggregate Data 
	 In modern applications, data usually 
does not come just from one place and get 
presented directly to consumers. It often 
needs to be formatted (e.g., a date), aggre-

gated or enriched, or cleaned. 
	 For example, a big part of an employee 
record might come from the HR system 
but the employee’s vacation time is stored 
in some other place requiring a merge of 
those two sources into one.
	 There are several ways aggregation or 
enrichment can be implemented. At the 
most basic level, it can be done natively in 
the application no matter what the technol-
ogy. However, if the underlying data model 

Table 2: How the technology behaves when being used to access data
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changes (or just a column name changes), 
several places need to be updated, which 
can be time-consuming. This leads to the 
use of object-relational mapping solutions 
because the domain model is easily shared 
and the mapping can be changed just in 
one place. On the more sophisticated side 
the data service implementation could 
access multiple data sources using native 
results to compose the common domain 
model. 
	 When multiple data sources return 
a variety of XML documents that com-
prise the common domain model then 
XML aggregation is the answer. Due to 
the evolution of orchestration and XML 
as a common data format, BPEL is the 
perfect tool for aggregating or enrich-
ing data that is already in XML and later 
serving it to consumers. Although for 
large payloads and results, using an 
Enterprise Service Bus might be a better 
choice.

Challenge 3: Distribute Data 
	 When all components and layers reside 
within one application, access is native 
and in memory. In a SOA, however, services 
run in a decentralized manner and in dif-
ferent places, introducing the challenge of 
different protocols and even greater need 
for solid error handling. What happens if 
a service is down or not accessible — how 
will the application be affected? The use of 
BPEL offers a great way of composing these 
services into one process or composite 
service, which can be leveraged later. Using 
this approach brings more freedom to the 
service’s consumers but also introduces 
another layer that needs to be maintained.
	 One purpose of this is data pulled into 
several UI technologies, such as a portal or 
BAM to monitor performance.
	 For example, a supervisor wants to see 
the performance of employees in real-time 
and wants to be able to take corrective 
actions (such as rerouting a request to 

other teams). In this case, the data from the 
business process (and its services) can be 
pulled out into a BAM instance to create a 
real-time dashboard.
	 Note: The technology mapping of this 
section has already been covered in the 
Access table.

Challenge 4: Persisting Data 
	 A data access solution must provide 
proper transactional support allowing the 
application to apply changes to the data 
stores through the exposed operations and 
the supplied changes to the domain model, 
ensuring that the proper transactional 
semantics are obeyed, based on the data 
store’s requirements and implementing any 
necessary concurrency protection (lock-
ing). 
	 Especially with SOA, more than one 
application will use a certain service at the 
same time, so transaction protection needs 
to be considered. One possibility is that 
each operation can be reverted. Another 
option is to sacrifice loose coupling to allow 
clients to use transactional behavior.		
	
Evolving a Multi tier Application 
into a Reusable Set of Services
	 The goal for the next generation of 
applications is to morph them smoothly 
into a SOA — and not force them to be 
completely rewritten. If a clean separation 
of layers was introduced earlier, this may 
sound harder than it actually is. Let’s review 
two possible morphing approaches:

1. Traditional application (architectural 
model)
Following all the design patterns, a 
clean separation of concerns is desirable 
— especially moving forward to a SOA. 
In the following model, the application 
(representing the business logic) talks 
to the persistence via a defined set of 
interfaces and transports its data through 
Plain Old Java Objects (POJOs).

2. Morphing into a hybrid model 
Expose just the needed artifacts and func-
tions into service interfaces (a k a  service 
enablement). These can be further used in 
BPEL to orchestrate complex business pro-
cesses. The application, on the other hand, 

Table 3: How the technology behaves for aggregated data
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still uses the native, in-memory approach 
and is not affected at all. The model stays 
the same, and just certain pieces are 
exposed (the same interfaces!).

Integrating Data Through Services: 
A Use Case
	 Having discussed the pros and cons 
of various access technologies, such as 

JDBC, J2CA, Web Services, and Enterprise 
JavaBeans (EJB) as well as the challenges of 
accessing data, it’s time to apply the infor-
mation gained to a use case.
	 A large company runs its inventory 
system as a mainframe application that 
is maintained and updated through daily 
batch jobs. Due to the rising demand of 
a new front-end system, the company 
decided to develop a custom Java EE 
application, with a Java Server Faces front-
end, capable of serving multiple clients but 
holding the mission-critical information in 
the back-end. Between those two systems, 
new items should be exchanged and 
enriched with external data from a supplier. 
The service for retrieving this information 
is offered through a secured Web Service. 
The architecture is laid out as follows:
	 Connecting these applications – all 
using different technologies — serves as 
a perfect example to illustrate choosing 
the right data access, aggregation, and 
persistence approach to build a best-of-
breed solution. 
	 Applying the technologies discussed 
about, J2CA connectors, which provide 
native access to the underlying technology, 
can be used for the mainframe. Most of 
these adapters also provide a WSDL inter-
face to the outside world, describing their 
exposed services. Each time a new item is 
triggered, the adapter fires an event.  
	 The Java EE application consists of a 
data access layer built on top of EJB 3.0 to 
ensure flexibility in the mapping between 
domain objects and the actual database 

Table 4: How the technology behaves in the context of persisting data

Figure 1: Complete separation of logic, with access only through remote protocols  
Figure 2 . Layered model in which business logic is used locally as well as exposed for 
 remote access 
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business-process deployment time. In 
contrast, without awareness of a new 
context of use, the business process, 
you’d be forced to re-analyze each service 
that’s already in production the moment 
another application is deployed – a very 
complex and time-consuming challenge.

Blind Spot 3: Rogue Services
	 Up until now, we’ve gone with the 
assumption that the governance review 
process is aware of all of the services 
and uses of services that are going 
into production. But, is this a realistic 
assumption? It turns out that in many 
cases it’s not. If a service or service-use 
gets into production and it didn’t go 
through the proper approval process, you 
have what’s called a rogue service. Rogue 
services are organizational risks because 
you just don’t know whether they’re in 
compliance or not. It doesn’t matter how 
well you tried to follow your process – if 
a service gets into production and it’s 
not auditing financial data (and so isn’t 
SOX-compliant) someone might go to 
jail. The SEC doesn’t give you amnesty 
because you tried to follow your process.
	 Rarely are rogue services the result 
of malicious acts. Most people in an 
organization don’t try to bypass the 
approval process – it can happen for a 
lot of innocent reasons. For example, 
let’s say you’re deploying a packaged 
application or an application built by a 
third-party outsourcer – you might not 
be aware of all of the services contained 
in this application. Even when you are, 
sometimes there are just too many to 
fully evaluate – SAP, for example, has 
hundreds of services ready to use out-of-
the-box. A second case might be a service 
that was built purely for internal use 
in an application and so wasn’t subject 
to the approval process – but someone 
in another application gets a hold of it 
and starts using it. When you talk about 
rogue service use, the set of cases where 
this can occur grows even longer. One 
organization relayed a story of how they 
had built a service that had five authorized 
consumers (each of which had been 

Accessing Data

schema. These EJBs can either be exposed 
as real Web Services or offer just a WSDL 
interface but require native access.  
	 In this case, an ESB can be used to pro-
vide the running infrastructure for orches-
trating an overall flexible process. It not 
only contains rules for routing and aggre-
gation but also offers error handling and 
ensures a high degree of data access and 
persistence performance by using native 
protocols. 

Outlined Process Flow (ESB 
System Diagram) 
	 As this example shows, an ESB can 
support the loosely coupled principles of a 
SOA but also address common data access 
challenges.

Conclusion
	 A data service is a means of decoupling 
and encapsulating the access to one or 
more data stores. This concept offers an 
approach to sharing common functionality 
across multiple client applications or ser-
vices. Its physical separation allows much 
greater flexibility in implementation and 
future independent evolution while guar-
anteeing that the consumer and the data 
service negotiate on a contract.
The benefits of this approach include the 
ability to transparently aggregate data and 
even completely change data stores with-
out requiring changes to its consumers. 
Additionally, it allows for a data service that 
may have once been used only in a fixed set 
of applications to be used within a business 

process as a more dynamic service orches-
trated with declarative processes. 
	 Each technology that has been dis-
cussed has pros and cons (starting with 
performance and ending with transac-
tionality). We believe that it is important 
to keep those in mind and that the more 
data-rich the application is (the more mass 
data it has) the more a native approach 
is appropriate. On the other hand, the 
more loose coupling is targeted, the more 
the approach should lean toward a Web 
Service-based architecture. In this sense, 
using BPEL seems like a great way to 
enable data sources into services and allow 
performance and, to some extent, transac-
tionality. 
	 The key to a successful transformation 
is a solid understanding of the purpose of 
the data service, including the pros and 
cons of each technology used. The use 
of proven data access frameworks makes 
exposing data as services simple while 
not sacrificing performance. Good perfor-
mance is essential in multi-layered appli-
cations, because it is crucial to the user 
experience. The best SOA is worth nothing 
if the users are sick of using the consum-
ing applications due to their poor perfor-
mance. 
	 Although having shared data services 
appears to be an obvious solution for 
shared access to the same enterprise data 
stores, it does not come without costs. As 
in all design and architectural abstractions, 
the benefits must be carefully weighed 
against the costs and challenges. A vision 
of the enterprise’s SOA strategy must also 
be taken into consideration when deciding 
when and where to use data services. This 
article has attempted to alleviate the diffi-
culty in addressing the challenges of mak-
ing these decisions in a SOA by describing 
and assessing the characteristics of data 
accessibility.

Reference:
http://webservices.sys-con.com/
read/233667.htm

(Conituned from page 4)
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issued a special consumer key so that the service owner could 
track them), but it turned out there were 34 different consumers. 
What happened was one of the five authorized consumers had 
built the use of the service into a jar file. The jar file embedded 
the consumer key for simplicity. Twenty-nine other project teams 
reused this jar file without knowing that it happened to use an 
external service – so they unwittingly reused the service. And these 
service uses didn’t get approved; they were rogue service uses.
	 How did this organization find out about these other uses? 
It turned out that, to find a performance problem with their 
service they deployed a runtime governance product (one of the 
common capabilities of runtime governance products is service-
level measurement) – since they thought there were only five 
consumers, they didn’t understand why it wasn’t performing 
as expected. The runtime governance product they deployed 
could also automatically discover new services and new service 
consumers. This product automatically discovered all 34 consumers. 
By interfacing with the company’s registry of approved services, 
the product determined that 29 of these consumers were actually 
rogue consumers and immediately flagged these for approval. 
The most advanced runtime governance products can even 
automatically quarantine rogue services and service uses until 
they’re approved – eliminating the risk of rogue services.

Bringing It All Together
	 To implement a complete approach to SOA governance, you 
have to consider the roles of development, deployment, and 
runtime governance. Taking a holistic view of governance across 
the lifecycle will automate as much of the governance burden as 
possible, while providing a backstop to catch the rogue services 
and service uses that your human-centric processes don’t catch. Of 
course, there’s no perfect solution – the human element still plays 
a key role. To reduce risk, you have to reduce the complexity of the 
manual processes – so remember to think strategically about which 
rules are really necessary, and which are just “nice to have.”
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